












• Sub-VLANs share one gateway address to reduce the number of subnet addresses, 

subnet default gateway addresses, and directed broadcast IP addresses. The switch 
assigns IP addresses to hosts in sub-VLANs according to the number of hosts. This 

ensures that each sub-VLAN acts as an independent broadcast domain, conserves IP 
addresses, and implements flexible addressing.







• When hosts in different sub-VLANs communicate with each other, the hosts send ARP 

Request packets because IP addresses of the sub-VLANs belong to the same network 
segment. Actually, different sub-VLANs belong to different broadcast domains. As a 

result, ARP packets cannot be transmitted to other sub-VLANs, there is no response to 
ARP Request packets, and the device cannot learn the MAC address of the peer end. As 

a result, sub-VLANs cannot communicate with each other.

• To implement communication between sub-VLANs, enable proxy ARP on the VLANIF 

interface of the super-VLAN.



• An example of Layer 2 communication of a sub-VLAN is as follows:

▫ Packets sent from Host_1 to Switch_1 are tagged with VLAN 10. Although sub-
VLAN 10 belongs to super-VLAN 100, SW1 does not change VLAN 10 to VLAN 100 

in packets.

▫ Packets sent from GE0/0/0 on SW1 are still tagged with VLAN 10. SW1 does not 

send packets from VLAN 100. When another device sends packets from VLAN 100 
to SW1, SW1 discards the packets because there is no physical interface 

corresponding to super-VLAN 100 on SW1.

▫ For other devices, only sub-VLANs 10, 20, and 30 are valid and all packets are 

exchanged in the VLANs. The communication between SW1 configured with VLAN 
aggregation and other devices is similar to normal Layer 2 communication without 

the super-VLAN.

• When a PC in a sub-VLAN needs to communicate with other networks at Layer 3, the 

PC sends data to the default gateway, that is, the VLANIF interface corresponding to 
the super-VLAN, and then routes the data.













• Either the separate VLAN or group VLAN must be bound to a principle VLAN.

• Interfaces in a principal VLAN can communicate with other interfaces in the same MUX 
VLAN.





• The MUX VLAN function must be enabled to implement the following functions: The 

principal VLAN and subordinate VLAN can communicate with each other. Interfaces in 
a group VLAN can communicate with each other. Interfaces in a separate VLAN cannot 

communicate with each other.











• Tag Protocol Identifier (TPID): indicates the frame type. The value 0x8100 indicates an 

802.1Q-tagged frame. A device that does not support 802.1Q discards 802.1Q frames.

• For the inner 802.1Q tag, the value is set to 0x8100. For the outer 802.1Q tag, different 

vendors may use different values.

▫ 0x8100: is used by Huawei routers.

▫ 0x88A8: 802.1ad specifies that the TPID in the outer 802.1Q tag is 0x88a8.

• On a Huawei device, the default value of the outer 802.1Q tag is 0x8100, which can be 

changed using a command.



• The private VLANs of enterprise A and enterprise B are VLANs 1 to 10 and VLANs 1 to 

20, respectively. The public network allocates public VLANs 3 and 4 to enterprise A and 
enterprise B respectively. When tagged packets from enterprises A and B arrive at the 

public network, they are tagged with additional VLAN tags, that is, VLAN 3 for 
enterprise A's packets and VLAN 4 for enterprise B's packets. In this way, packets from 

enterprise networks are separately transmitted on the public network, even though the 
two networks have overlapping VLAN IDs. After packets traverse the public network, 

public VLAN tags of the packets at the receiving PE are removed. Then the packets are 
forwarded to the CE of their respective user network.



• Basic QinQ is implemented based on interfaces. When a packet arrives at an interface 

that has basic QinQ enabled, the device will tag it with the interface's default VLAN 
tag, regardless of whether the packet is already tagged or untagged. After being 

processed by basic QinQ on an interface, single-tagged packets change into double-
tagged packets, and untagged packets change into single-tagged packets with the 

default VLAN tag of the interface.

• Interface-based QinQ inflexibly encapsulates the outer VLAN tag. The device on which 

interface-based QinQ is enabled cannot change the encapsulation method used for the 
outer VLAN tag based on service types.



• Selective QinQ allows the device to select whether to tag packets, or determine the 

type of outer VLAN tags to be encapsulated, according to the traffic classification 
result. Selective QinQ can classify traffic based on the VLAN tag, priority, MAC address, 

IP protocol, source IP address, destination IP address, or port number of an application 
program.

• VLAN ID-based selective QinQ: adds outer VLAN tags based on inner VLAN IDs.

• 802.1p priority-based selective QinQ: adds outer VLAN tags based on 802.1p priorities 

in inner VLAN tags.

• Traffic policy-based selective QinQ: adds different outer VLAN tags based on QoS

policies so that differentiated services can be provided based on service types.

• Selective QinQ is an extension of basic QinQ and is more flexible. The difference is as 

follows:

▫ Basic QinQ: adds the same outer VLAN tag to all packets arriving at a Layer 2 

interface.

▫ Selective QinQ: adds different outer VLAN tags to packets arriving at a Layer 2 

interface based on inner VLAN tags.



• Broadband Remote Access Server (BRAS): The BRAS aggregates and forwards service 

flows, meeting different user requirements for the transmission rate and broadband 
utilization. Therefore, it is the core device for broadband user access.

• Broadcast, unknown unicast, and multicast (BUM): The switch floods BUM packets.



• Selective QinQ must be configured on the hybrid interface and the qinq vlan-

translation enable command must have been executed to enable VLAN translation. 
Selective QinQ can only take effect on the interface in the inbound direction.

• When an interface configured with VLAN stacking needs to remove the outer tag from 
outgoing frames, the interface must join the VLAN specified by stack-vlan in untagged 

mode. If the outer VLAN does not need to be removed, the interface must join the 
VLAN specified by stack-vlan in tagged mode.
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